
Blockchain, virtual accounts and digital security



Blockchain for beginners

Blockchain inspires controversy over its potential role  
in financial services, but can the technology address 
problems of legacy Information Technology and  
disparate systems? And, importantly, is the media  
portrayal an accurate reflection of what the technology 
can actually do? 

A recent poll of clients put their level of 
understanding of blockchain at one out  
of five, although they also acknowledged 
that it could have a significant impact on 
their business. 

So what is blockchain? George Osborne, Director of 
Innovation for FIG at Barclays, describes it as nothing more 
than “a shared spreadsheet in the cloud” – rejecting the 
hype around this mysterious technology. 

Using technology to improve the customer experience
The cost of cash and increased digitisation mean there are opportunities to offer a streamlined service. However,  
is there a risk that companies will jump on the ‘blockchain bandwagon’ simply to seem relevant in today’s market?  
This sentiment, along with a desire to see streamlined and integrated services allowing for the efficient use of cash, 
continues to be a prominent theme for clients. 
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Blockchain’s biggest use-case is where a question of 
digital ownership arises. It operates on mutual agreement 
when there is a need for a unique, immutable version of 
the truth that can be seen by all. The word ‘crypto’ 
frequently makes people feel uneasy, but it simply implies 
something is secure; when talking about cryptocurrency 
and bitcoin, it’s often forgotten that crypto secures the 
transactions and could act as an enduring mark of ownership 
in a liquid market.

Overcoming the barriers

There are, however, significant barriers associated with the 
technology; privacy is a big obstacle. In the same way that 
financial crime can be tracked, so can individuals and their 
actions. The lack of client base on blockchain – and 
therefore the visibility of their actions – compounds this 
issue. A private blockchain with a private client base, 
although a remedy to privacy concerns, doesn’t offer  
any more benefit than the SWIFT network. It also requires 
large data and energy resources, which can prevent it from 
being real-time. 

A blockchain is a secure shared database that can be 
viewed by disparate people to give a shared truth. Its use 
can be transferred to any sphere in the economy operating 
with large data that needs to be visible to several parties. 
However, the business case for blockchain is often weak, 
resembling a crude attempt to bulldoze in a technology 
when a tried and tested technology would most likely be 
more appropriate. The technology has existed for a while; 
the challenge is now harnessing its most useful form. 

Blockchain 
is revolutionising the exchange of value in a 

similar way to how the internet revolutionised 
the exchange of information and communications.



Nonetheless, there are use-cases that are worth exploring, 
namely to automate trade finance. A Bill of Lading  
requires a paper-based signature and, by replicating  
this through blockchain, you could achieve the same 
indisputable ownership while automating a paper-heavy 
industry. A second compelling use-case is for identity 
records; the data can be pushed to clients, therefore 
removing the often laborious KYC operational process.

Blockchain is often discussed as being a complicated 
technology, and while it’s true to say that it isn’t a  
panacea for every challenge facing the financial sector,  
it shouldn’t be discounted as a solution to certain 
problems. 
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Cybercrime – the Achilles heel for corporates

Three years ago, cybersecurity wouldn’t necessarily have 
been considered a hot topic for corporate treasurers; 
cybercrime originally started as attacks on retail consumers. 
However, recent years have seen an exponential growth in 
fraud attacks within the corporate space. As fraudsters 
become ever more informed and sophisticated, the priority 
for banks and clients needs to be protecting their businesses.

Hackers target front-end bank systems by infecting client 
PCs with malware. This allows them to layer screens over 
the actual interface and take control of the user’s PC while 
the user remains ignorant to the fraudulent actions. One 
area that has typically been exploited is pre-authorised 
beneficiaries. Bank screening won’t pick this up because  
the payment isn’t classed as unusual; the hacker calls the 
beneficiary asking them to refund the transaction as it was 
made in error, but to an alternative, fraudulent, account. 

Layered screens are a common form of attack; however,  
the industry is innovating to take security to the next level, 
for example, with biometric technology. At Barclays, we  
have worked with Hitachi to develop a finger vein reader 
which scans the user’s vein pattern to log in and approve 
payments, mitigating the risk of PIN capture. 

Although there is a clear threat from sophisticated 
attackers, this does not mean that clients do not need to  
be alert to more amateur attempts, for example, requests  
for urgent payments or unprofessionally worded supplier 
invoices or instructions sent to staff not in a payment role. 
There are a number of controls companies can put in place 
to protect their business from attacks, but it’s commonly 
accepted that one of the best methods of defence is to 
educate staff within your organisations about the dangers 
and trending attack vectors, instilling a fraud-aware culture.

Blockchain: the facts
• The data is immutable

• The system is resilient and secure

• The system is transparent

• There is opportunity to automate business logic.

Recent years have seen an exponential  
growth in fraud attacks within the  
corporate space.

As fraudsters become ever more  
informed and sophisticated, the priority  
for banks and clients needs to be  
protecting their businesses.
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Moving forward with virtual accounts

Another topic which is high on many clients’ agendas as they 
look for streamlined and efficient treasury systems is virtual 
accounts. Clients looking for streamlined and simple liquidity 
solutions can use accounts to support an in-house bank 
structure and automate accounts payables and receivables, 
reducing admin and providing a simplified alternative to 
pooling. The solution also offers a cost-effective way to hold 
multiple accounts with one bank and is proving popular where 
clients are moving toward automation and streamlined 
treasury management processes. 

Virtual accounts are an exciting prospect for clients wanting an 
in-house bank structure. A virtual account is applied under the 
master account held with the bank; balances and client money 
can be driven by something no more complicated than a 
payment reference. The client can then manage the structure 
as their own accounting system. Whereas a client typically has 
to speak to their bank to make any changes to their liquidity 
structure, with virtual accounts, they are able to manage their 
liquidity themselves, for example, by charging notional interest 
on an account, thus empowering them to manage the bank 
relationship themselves. 

Sources: Distributed ledger technology: beyond block chain, https://www.gov.uk/government/news/distributed-ledger-technology-beyond-block-chain, published 19 January 2016.  
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Virtual accounts function almost like an ewallet, where a 
master account is held with the bank and different accounts 
are set up, enabling individual balances to be driven and 
managed by the company. One example of how virtual 
accounts could be used is to manage gaming wallets in 
casinos, which would be particularly beneficial in managing 
the transfer of winnings. 

Virtual accounts demonstrate not only product evolution 
but also how moving away from a product’s traditional role 
can allow businesses to transact and manage their treasury 
as required.

Summary 

The need to harness the benefit of rapid technological 
developments is clear and the scope of advancements 
presents huge opportunities for corporates. The full effect  
of blockchain on financial services remains to be seen,  
as it is often over-complicated and over-hyped by the 
media; however, there is a consensus in the industry that 
blockchain could lead to new levels of transparency and 
trust, with openness and stability forming the underlying 
principles of the technology. 

Unfortunately, there is a darker side to the digital age.  
Cybercriminals are getting more sophisticated and 
business-like which makes it harder to avoid vulnerabilities. 
It is therefore a question of offsetting the risk and usability 
of online services, a balance which has led to the 
development of state-of-the-art security technology  
and a requirement for education around online safety.

With virtual accounts clients are able 
to manage their liquidity themselves.
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