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Cazando cibercriminales con:
OSINT + Cloud Computing + Big Data

Chema Alonso

(@chemaalonso)

' tacyt * THE TOOL FOR APP
. CYBER INTELLIGENCE

Eleven
BB Paths



Problem: Cybercrime in Android

Sinfonier Tacyt Faast

ars technica

Revi
CNET > Neyw F= News

PeCUrity & Priy,
‘ac

W MANMENO . MYSTORES:0 FORUMS M al W
are We
n

‘ ' Breaking the og,e P
rojar J e malwar - 'ay

Downlo
ad CNETTY »
ow To
De

t undiscovei'ed for

Famlly of “BadNews” malware in Googlc Droan'S BUthOrS 1o avo ¢ e .
Play downloaded up to9 mllllon tlmes | d detection by  Gasd Payloads alloweq
Apps steal sef nsitive data, p yush SMS app \at racks up charges to pricey ser B by Steven Mysil e a‘““oﬁ“‘ajeci "S::Cj-c_:ie,
by Dan Goodin - Apr 20 2013 5:21pm +0200 \°M POT o
News
Malware- _infected Android apps spike in the | e
G0001e Play store ‘

1
1Hmm Drago on Ball and Finger Hockey were among the most

‘ d ownloaded malicious apps
By Zach Miners
February 19, 2014 04:29 PM ET —) 4 Comments
i

in R g @& 13 Like 3 (More)

The number of mobile apps infected with malware in
Google s Play store nearly quadrupled petween 2011 and 2013, @ security
group has reported.
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OSINT (Open Source lntelligence)
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* OSINT is the art and science of creating ethical,

evidence—based decision support using only open
sources and methods, legal and ethical in every

respect.
— Big data to store & process
— Analytic toolkits to detect patterns and anomalies

* Beyond that, OSINT is all about hAumans—analysts
who can think, and deciders who can listen.

Robert David Stceele on OSINT — 2074
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Useful
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Not less powerful than other *INTs*

Not more powerful than other “INT s*

Sometimes not that easy to build up

Not always [ree

Not always easy
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* Goal: Build an OSINT platform
—Android Markets
* Google Play Included
* Process all data related to apps & markets
— Build up a Big Data
— Build a real time processing tool {or analyst

— Create connections to other security tools
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PlayDrone
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A Measurement Study of Google Play

Nicolas Viennot
Computer Science
Department
Columbia University
New York, NY, USA
nviennot@cs.columbia.edu

ABSTRACT

Although millions of users download and use third-party
Android applications from the Google Play store, little in-
formation is known on an aggregated level about these ap-
plications. We have built PLAYDRONE, the
Google Play store crawler, and used it to index and analyze
over 1,100,000 applications in the Google Play store on a
daily basis, the largest such index of Android applications.
PLAYDRONE leverages various hacking techniques to circum
vent Google's roadblocks for indexing Google Play store con
tent, and makes proprietary application sources available,
including source code for over 880,000 free applications. We
demonstrate the usefulness of PLAYDRONE in decompiling
and analyzing application content by exploring four pre
viously unaddressed issues: the characterization of Googl
Play application content at large scale and its evolution over
time. in applications and its impact on appli-
cation portability, g ation content in Goc
Play, and the ineffectiveness of OAuth and related ser
authentication mechanisms resulting in malicious us

first scalable

library usag

duplicative apj

s be-

ing able to easily gain unauthorized access to user data and
resources on Amazon Web Services and Facebook.

Edward Garcia
Computer Science
Department
Columbia University
New York, NY, USA
ewg2115@columbia.edu

Jason Nieh
Computer Science
Department
Columbia University
New York, NY, USA
nieh@cs.columbia.edu

Keywords

Android; Authentication; Clone Detection; Decompilation;
Google Play; Mobile Computing; OAuth; Security;

1. INTRODUCTION

The Google Play store allows users to download and use
st amount of third-party applications. Mil
register personal information both with Goog

lions of users
and third-
party services to download and use these applications on
their personal Android phones and tablets. Hundreds of
thousands of developers upload content to the Google Play

a

store and millions of users download the content despite the
fact that the content is largely unchecked.

However, little is known at an aggregate level about the

hundreds of thousands of appl
Play store. This is due 1
able tools available for discoveri

ations available in the Google
e part to the lack of scal-

lyzing Android
m source

Tg!

applications in the Google Play store.
code is also only available to the respective third-party de-

velopers. Not even Google has ss to the source code,

as applications are submitted directly as compressed bin:

packages by application developers to Google Play. Fur-
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Real Time integration of apps
Real Time processing of [ilters
Interactive Console
Cross—Market analysis

Cross—Time results (Dead apps)

AP

Tacyt Faast
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lacyt Demo ]:

Sinfonier  Tacyt Faast

Fake Apps + Fake Devs
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Shuaban Botnet
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Google Services
associates Android
Security Tokens device with Google

account

Usernames and

5

-

Eleven
I l 4 Paths



(g

Securit_yTokens

-
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4
1. Request security

token for performing
tasks

Usernames and Tasks
Passwords

4. Request new User
name and Password

2.Checkin

5. Check in & Phone configuration upload

3. Wrong Security Token? Yes: step 4, No: step 7

POST
/checkin
{
user
password

}

6. Check in correct, new Security Token as response

7. Download tasks every 10min

8. Perform tasks in background (such as downloading

APKs from GP)
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Shuaban Botnet
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ACCOUNT
ID DAk G UEEARN G B&ERRA X | BetE
22
10661 |stcloudbv29@gmail.com Fkkakx 12014-11-06,23:32:10 7005faSfca oNERE.. B
[
ek
10662 |[amandacq92@gmail.com Fkkekdkx 12014-10-29,18:26:43 bf81£3017d igpas i}
Wi
User Accounts
10663 |besscwb6@gmail.com FRERkEx 12014-11-06,23:37:14
User From Host
dujiadui %
= -~ - [OROROPOpOpOpES o) & o, a x --
10664 |isaacpd70@gmail.com 2014-10-29,18:34:31 ]IéﬂkOﬂgbBO 60.195.252.106
jiankongbao 60.195.252.108
. oL
10665 |nilslvh@omail.com Rk 12014-11-06.23:42:50 root -

root
root
root

localhost.localdomain

127.0.0.1
|
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Shuabang Botnet
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Security Solutions

celularis

Antivirus

— They do they work well,
but are good detecting,
not drscovering

Reputation

— Voting, users, opranrons
Automatic Report

— False positives

— False negatives
Sandbores

— Slow, bypass, Slow

@ s
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ANDROID APPLE HTC NOKIA SAMSUNG SONY OPINION

Los antivirus en Android no sirven
paranada

W Twittear < 607 8+1 < 73 30 DEMAYO DE 2013, 19:13

Muchos dicen que basta con tener sentido comun basta para no tener antivirus en
Android, que no es cierto, ya que en Google Play también ha habido malware.
¢(Entonces? ;Qué hace falta para no tener antivirus en Android? De momento, no lo
sabemos, pero al finy al cabo, da igual, ninguno sirve para nada.
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Reputation Report
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Threat Report of Android App

it com.orlgmalsongs321 Risk Status: Safe

0

Risk Score:

App Summary

App Name com.originalsongs32
MD5 522A750170F42863121F6B2ACCB09965 India
SHA1 ECFC861666A94CAD19E15389D77997F87CEFC754
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Reputation Report
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Threat Report of Android App

com.whatsapp Risk Status: Low Risk

Risk Score:

o 3

App Summary

App Name
MD5 BC553D30FC4E2F83BA5961389512D42
SHA1 T"_‘:y:?;‘?y_“’f_"::_;(’Z;_“::::;:_‘_"?_"_":i"?‘?f’:‘( BRF
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* Apply some intelligence to the way attackers work
on Google Play. Anomalies & Singularities.

* Do not concentrate on DETECTING, but on
CORRELATING data. Detecting is difficult, but once
you know your enemy and with the right amount of

information and data, correlating is easy.
e Wetryto [ind singularities

° Avoid code. Code is a wall you go against again and
again. Attackers know how to avoid being detected.

Eleven
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We need to know our enemies and what makes them

singular.
Android apps are APK, which are just ZJava [iles, which are
just ZI1P files signed with a selfsigned certificate. We have

identified and dissected most of the technical

characteristics.

Android apps are hosted in Google Play, with a developer,
comments, descriptions, images, Versions, categories-+-

There is plenty of information. Almost 50 “checkpoints”
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Gremlin App
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R 5 Cut Rope Christmas

‘&‘v / & Download app
s

L O30E site:play.google.conicom.nhtamhenesi.aac I
©® General information
Web Images Videos News Maps More ~ Search tools
Origin GooglePlay
Category GAME_ADVENT 1 result (0.45 seconds)
Size 63,350 bytes Sebebi Neydi ki - Android Apps on Google Play
: https://play.google.com/store/apps/details?id=com.nhtamhenesi.jac... ~
pomberiefidonnioacs 20 Jan 7, 2015 - Everyone. Permissions. View details. Report. Flag as inabpropf  cached
i Offered By. HuuTam Tomy. Developer. Email nhtamhenesi@gmail.c
Version code 1
Description

F

Feed the animal

Title Cut Rope Christmas

I Package name com.nhtamhenesi.aac I
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Gremlin App
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L & webcache.googleusercontent.com/search?g=cache:X0OQZ5-13jMO0J:https://play.google.com/store/apps/details % 3Fid % 3Dcom.nhtamhenesi.aac%26h1%3D... Q

Search Images Maps Play YouTube News Gmall Drive More .

*| Add to Wishlist
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Pixel Battery Saver

Android > App

Total Installations / Current Installations

250000 / 50000

Full App Transfer Price USD:

$ b Google play | search B

Sc

d

Categories v Home Top Charts New Releases

My apps 1
o Pixel battery Saver

Sh0p Internet security free antivirus and speed booster - January 14, 2015
hi Tools

Games [*] Add to Wishlist

D< Editors' Choice
Pi

D This app is compatible with your device

'S 2 2 3 24910 &+1 4566 Recommend this on Google

* But--. What apps make sense to mutate?
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APT Providers: Gremlin apps [or

targeted attacks Sinfonier  Tayt  Faast

* [ets [ind some applications that (it with different
target profile.
* These apps needs to be attractive but don’ t seem

to provide a critical functionality because It is

needed that once they are installed, keep under the

radar.

e Weneed arich porfolio of applications.
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“Perfet” Target Apps

Deployment Tracker Pro

Users can track multiple
deployments with this cloud
enabled Deployment Tracker.
Access deployments across
devices and view deployments on
a searchable and editable list.
Track your deployments like a
pro!

’ |
i

Sinfonier

Military Mobile

This app deploys with Military
Bases, Military Ranks, Military
Ribbons, Military Quizzes, a unique
and integrated Deployment
Tracker, and a rich set of social
features. The perfect reference for
US Soldiers.

Tacyt Faast

How to select the perfect set of applications for an APT once
the reconnaissance of the victim has been achieved.
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APT Providers: Gremlin apps [or

targeted attacks Sinfonier  Tayt  Faast

SELL APPS |BUY APPS ABOUT FAQ PRICE CALCULATOR CONTACT SIGNUP LO

Buy Mobile Apps

Ultimate Tattoo Cam Local Bloodbank Marble Shooter - $150-..
$1000.00 W $2000.00 $2500.00
$600.00 — $2000.00 $500.00

App App
Sahara Race Plush Defenders Mk-802 4.0.4 Cwm Recov..
\ $9000.00 'P‘ g a3 $2000.00 $1500.00
e MK802 $600.00

Game Game App

V7

permissionName:"android.permission.GET ACCOUNTS" permissionName:"android.permission.INTERNET"
permissionName:"android.permission.READ EXTERNAL STORAGE"
permissionName:"android.permission.READ PHONE STATE"
permissionName:"android.permission. ACCESS NETWORK STATE
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Profiling Attack — Clicker
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Examples: Research and clusterization
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e We can correlate data and cluster apps:

— From an app, we can include the person or
company who made it and correlate it with other

developers in which account they hide.

— We can detect anomalies: developers uploading
50 appsinarow? Developers sharing exactly the
same [iles in their APK? Developers sharing
images? APKs with just a second of developing

time?...
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Tacyt Demo 4:
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IS Dialers
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* Allows to correlate data and detect

— Anomalies

—Singularities
* Helps to search quickly in a Big Data of apps
e Helps to avoid code in detecting cybercrime

* Provides an APl to be an OSINT and integrate
with other tools.
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STORM

“Apache Storm rs a [ree and open source drstributed

realtime computation syscem. Storm makes it easy (0
reliably process unbounded streams of data, doing [or
realtime processing what Hadoop did [or batch
processing. Storm 1s simple, can be used with any

«

programning language, and rs a (ot of fun to use!
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O
Drag & Drop Automatic Storm
Interface Deploy API Cluster

(Nightly version)
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Sinfonier Topologies
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. AppsLinks @
URL http:/path5.11paths.com/filters/rss/ |

Frequency (sec.) 120

Field |url

apikey * Hj =
apisecret * | NG \\

query * |query

URLParser

Field |url

APIKEY * [5tLPxMe
Widget ID * 573374

RIPEGeolocation &

IP Field host

—~ Z

API Key 5tLP I
APl Key StLPx N Latitude Field |latitude
Widget Id 573372 Longitude Field |longitude
Title Field title Widget Id 573377
Image Field title Information fields
Timestamp Field Add
Content Field |devbasicinfo
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Tacyt + Sinfonier

|

16.3% "paths" singulares

S SN S S R

/Rootod°CON #

B sinfonier 11? paths

Jelefomica 44V 53
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/FT/COMMENTINNER.FB

/FT/FILE.FB

(4]
W

/FT/UPCMTATTACH.FB

/MGW.HTM 38
/DNS/PUBLICIPS

/REG/REG_MOB2_RETAKE_P... 13
/REG/REG_MOB2.JSP

/XCHINESE/APPSKYOUT.PHP 6
/NPBX_RONG/CHINESE/APPC...

/API/ACCESSTOKEN 6

N\

19.5% dominios singulares
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Faast (Vamps) —
Sinfonier  Tacyt Faast

How it works

On-demand, real-time
queries
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Conclusions
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* Cybercrimein Apps is huge
* Researchin Google Play is not easy
e Tacyt allows to
— Discover and Investigate anomalies & singularities
— Cross—Market
— Cross—Time
* Synfonier helps to
— integrate other sources
— Automate Intelligence Generation
* Faast help us to reduce security Windows

— Managing vulnerabilites in a persistent way
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m tacyt * THE TOOL FOR APP
. CYBER INTELLIGENCE

Questions?

e |f you want give a try to
TACYT, contact mel

e http://www.elevenpaths.com
e (Chema Alonso
@chemalonso

e chema@11paths.com
e http://www.elladodelmal.com
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